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Abstract— We performed end-to-end measurements of UDP/IP Il. MOTIVATION

flows across an Internet backbone network. Using this data, . :
we characterized the packet reordering processes seen ineh Previously, we have developed a prototype teleconfergncin

network. Our results demonstrate the high prevalence of pacet SyStem that uses High-Definition TV (HDTV) equipment to
reordering relative to packet loss, and show a strong correition ~ deliver very high quality video over IP networks [15]. The
between packet rate and reordering on the network we studied system uses RTP over UDP/IP as its network transport [9,
We conclude that, given the increased parallelism in modern 16] and contains a preliminary TCP friendly rate control

networks and the demands of high performance applicationsmew . : : .
application and protocol designs should treat packet reordring (TFRC) implementation [7,10] to adapt its native data rate,

on an equal footing to packet loss, and must be robust and appro?(imately one gigabit per second, to the network capaci
resilient to both in order to achieve high performance. While performing experiments to test the throughput and

congestion response of this system we were confronted with
an interesting phenomenon: the system was sending at a lower
rate than expected, given the degree of packet loss observed

The presence of packet reordering in IP networks has Ioﬁﬁrtger. |nve§ttr|]gatt|ﬁ " [8]tv\c/jetke rmlltrae?h th|stwas ?UT tlo bpgcket
been known. Until recently though, it was thought of as path5 ordering within the network, wi e rate control algom

logical behavior rather than a normal part of the network'gferrlng spurious congestion events due fo the presence of

dynamics [2]. Accordingly, many protocols and aploliC(,m-onagnificantly out of order packets. These spurious congesti

have been designed assuming in-order packet delivery %Yents appeared to occur most often when the system was

at best, with a very low tolerance to out-of-order deliver)s.r a:gir:gtlrr;?eat high rate, and caused a precipitous dedfine

For example, transport protocols such as TCP routinelt trex N
certain instances of out of order packet delivery as a cditges Such a response fo packet re_ordenng_ is dictated b.y the
TFRC congestion control mechanism, which ensures fairness

signal. e . S .
. . . L . nd compatibility with TCP flows by mimicking TCP’s in-
It is now recognized that this behavior is not ideal, an?erpretation of certain patterns of reordering as a comgest

thatktr?nsp(:jrt proto;ols f[hotlrjll.d l?[ﬁ desrllgnegl o kﬁtltmersgts?gnal. While the merits of this reaction to reordering faslm
packet reordering. Lespite tis, Ihere nas been IWEArese 0 gia applications are certainly questionable, and ipean

undertaken to determine when reordering is likely to occy teresting area of research, the point that caught ountite

This makes it difficult to decide the relative importance o as the possible existence of a correlation between packet
tolerance to packet reordering compared with tolerance rtgordering and data rate
other network events. '

This leads us to the following question: does an increase in

In this paper we study the occurrence of packet reorderigg, rate, which is achieved by maintaining a constant packe

on a commercial IP backbone network, reporting on g, and increasing the packet rate, thereby reducing packe

variation in reordering rate dependent on the packet siBe dRter_arrival time, result in an increased rate of occuceenf

inter-arrival times. We discuss the likely future devel@m ,.yet reordering? And, if so, what are the implicationshi t
of high speed network infrastructure, and explore how theseo design of network transport protocols?

developments will affect the rate of packet reordering, and
hence transport protocol performance. [ll. METHODOLOGY

The paper is organized as follows: in Section Il we outline The aim of our experiments is to observe and characterize
our motivation in conducting these experiments and descrilthe sequenced behavior of end-to-end flows across an IP
in more detail, the problem we address. In Section Ill, we deackbone network as a means to evaluate the effects of packet
scribe our experimental methodology, followed by the empireordering on multimedia and TCP/IP based applications. To
cal results in Section IV. Section V discusses the impl@ai this end we: (1) setup a measurement testbed; (2) generated
of these results for application and protocol designersallyi, UDP flows with a range of data rates and different packet sizes
we conclude in Section VI. over three different paths on the testbed; and (3) evalwestel

I. INTRODUCTION



Berkeley National Laboratory Data Intensive Distributemh@
puting Research group. These machines run a modified version
of FreeBSD 4.5 that allows bonding of two network interfaces
such that a single Berkeley packet filter can receive packets
from multiple interfaces. Other kernel and driver modificas
included changes to reduce interrupt load and provide more
accurate timestamps. The result was a system which could
listen to the receive ports of two gigabit Ethernet network
interface cards, and capture all packet headers along with a
small amount of payload data at gigabit rates. Data is cagtur
using a version oft cpdunp modified to limit disk access
by buffering data in memory until each test is complete.
Each traffic generation host has an associated monitoristy ho
flow for occurrences of loss and reordering. In the followingnabling us to record complete packet traces of all IP traffic
we describe the components of our experimental methodologiythe sender and receiver.
in more detail. At each site, the role of the traffic generation system was
to actively introduce UDP/IP flows into the network, while
A. Measurement Testbed the monitoring hosts at the source and destination recorded
The configuration of our testbed is shown in Figure 1. Whe traffic for later analysis. In addition, we logged theteou
installed traffic generation and monitoring systems atehreaken, values of tuning parameters for the host networkstac
sites — the USC/ISI-East laboratory in the Washington D&nd throughput and packet loss rates.
metro area, CMU in Pittsburgh and the network operations
center at One Wilshire Boulevard in Los Angeles. Thedd Test Flows
sites were the peering points for three DARPA SuperNetWe gathered pairwise measurements of UDP/IP packet
partners [5], chosen because they maintained direct eerifiows, generated withperf v1. 1. 1[18], between all three
with the ISP at OC-48 rate, and because we were allowedsftes. Test flows were one minute duration, at rates of 1 Mbps,
connect our equipment directly behind the access routagehe 10 Mbps, 100 Mbps and at 100 Mbps intervals up to and
eliminating the effects of the edge network. including 900 Mbps. We repeated each test with packet sizes
For the traffic generation systems, we used PCs with dugl500, 1500 and 4500 octets.
1.8 GHz Xeon processors running Linux 2.4.19, equipped with To describe a particular test flow, we henceforth use the
SysKonnect SK-9843 gigabit Ethernet cards. The monitoririgllowing notation: F;, (s — d, m). Wheres andd refer to the
hosts were uniprocessor 1.8 GHz Xeon PCs, with 4 gigabytsurce and destination of the flow, andindicates the packet
of memory, UDMA-100 disks, dual SysKonnect SK-9843ize. Each flow is also subscripted by the rate at which they
gigabit Ethernet cards and a fast Ethernet interface, ngnniwere generated. For example, to describe a 300 Mbps flow
FreeBSD 4.5. These were chosen after local tests dematstraietween from DC to LA with an MTU of 1500, we use the
that the traffic generation hosts could saturate the gigahitation: F300(DC—LA, 1500).
Ethernet with traffic, and could sustain this without pad&es We conducted our analysis of packet reordering using UDP
or reordering with packet sizes of at least 1500 octets (wiffows because this allows us to probe the network in a
a packet size of 500 octets, rates up to 500 Mbps could éentrolled manner. The sending rate of a UDP flow, unlike that
sustained), and that the monitoring hosts could recordgiackf a TCP flow, is entirely under application control allowing
headers at matching rates. us to generate UDP flows with fixed known packet size and
The traffic generation hosts were connected to the capacing, whereas the transmission rate of a TCP flow varies
router at each site via a single gigabit Ethernet switch. Aaccording to a complex congestion control algorithm. Tats |
optical splitter was used on the fiber connecting the traffics conduct controlled experiments to determine the inflaenc
generation host to the switch, directing a copy of all outgoi of packet size and inter-arrival times on packet reordering
traffic to the receive port of the first gigabit interface om thClearly controlling packet spacing and data rate is notiptess
monitoring host, and a copy of all incoming traffic to thevith TCP, as a TCP sender’s prime concern is maintaining
receive port of the second gigabit interface on the momitpri fairness with other flows, while seeking available bandkuidt
host. Since the transmit lines of the gigabit Ethernet ports .
the monitoring host are not connected, this provides a ndh- Métrics
intrusive optical network tap, used to capture all traffic on Each flow is analyzed for both packet loss and reordering
the link. The switch ensures that only traffic sourced by, gsince we conduct offline analysis of complete packet traces
destined for, the traffic generation host is seen by the ragnitwe are able to distinguish loss from reordering in all cas&fs)
ensuring the privacy of other users of the network. evaluate packet reordering according to two different rogtr
The monitoring hosts were based on the Self Configurimpe based on monotonic increase of sequence numbers, the
Network Monitoring [1] systems developed by Lawrencether more TCP-like.

Fig. 1. Testbed configuration



Monotonic Increase: An often used metric of reordering is We observe that packet loss rates are negligible, as expecte
the notion of monotonic increase of packet sequence numbens a modern IP backbone network. Packet loss occurred in
provided the sequence numbers increase in a continuous anty two flows: one packet was lost iy (DC— Pitt, 1500,
monotonic sequence, packets are deemed to be in or@erd 21 packets lost ifiyoo (Pitt— DC,500). In total, 22 packets
Otherwise, all packets are deemed out of order, until a gackeere lost in the network, from a total of approximately 60
with sequence number greater than the last recorded imr-ordellion sent. The absence of packet loss leads us to believe
packet arrives. The monotonic increase meffi¢, denotes a that capacity is available, and that a TCP flow should be able
packet as out of order if Equation 1 is satisfied: to sustain high throughput in this environment.

Vi,j,k:i<j<kandS; >S; andS, < S A. Prevalence of Reordering
s Iy Rt j [ k j
= P, is out of order ! ’ 1) Of the 155 flows we analyzed, 73 flows (47%) contained

. : o at least one out of order packet. Of those, 48 flows saw more
Wheres, j andk |r_1dex the arrival tlmglme Of_ packets;, P; than 0.01% of packets reordered according to me&®ic The
and Py, at the receiver (such that; arrives priorP; and Pj 5,465t amount of reordering we observed was 1.65% accord-
arrives prior toP_k.). Previous st_udl_es of packet reordering, "5 this metric, inFyoo(Pitt—LA, 500) and Fioo (Pitt—LA,
[11, 14] .have Ut'!'zed monotomc Increase as a means 0). These results compare well with other recent studies of
quantlfylng_orderll_ness. Accordmgly, this m_etnc formbasis reordering in IP backbone networks. For example Jaiswal
for comparison with some previously publlshed data.. al [11] report reordering of 0.02% to 0.5% of packets.
TCP-Like: The TCP-like packet reordering metriys, . For a given packet sizéy/, and sending rate, the degree
counts reordering events that would cause a TCP connectionf reordering measured according to metfig is relatively
see a spurious congestior_w signal. A TCP connection uses Afsistent on the different path (sic—dst, M). The ex-
acknowledgment mechanism to report the highest SEAUEREHtion to this is the DG:LA path, which also experiences

number received, and generates a duplicate ACK if packefigsonortionally high values of reordering measured byrime
arrive out of order. A triple-duplicate ACKs is interpretad a O,. While we can speculate as to why the DCA path

congestion signal. The TCP-like metri©y, therefore counts experiences higher values of reordering (i.e., an awryemut

reordering events that would cause a triple-duplicate AGK h_nfortunately at this point we cannot further diagnose this
be generated. These events are defined to occur when Equaﬂ%

2 is satisfied: In terms of consistency between values of metti¢ in

Table | (with the exception of the DEGLA path), we observe

Vi: (Si < Si-1) and(S; < Si—2) and(S; < Si-3) (2) that a majority of flows with 500 octet packets experience

= P; is out of order reordering at data rates of 200 Mbps and higher, while flows

For the monotonic metrioQ;, we measure and report theWith 1500 octet packets experience reordering at data cdtes
number of reordering events as a percentage of the td?0 Mbps and above. There appears to be a clear threshold,
number of packets in a flow. For metri2,, we list the total coinciding with a difference in inter-packet arrival time$
number of reordering events that occur during the duratfon @PProximately 0.02ms, beyond which packet reordering will
each flow, since TCP is affected by the number of congesti6Rcur increasingly often. None of the flows with 4500 octet

signals, rather than the ratio of congestion signals tol togACkets, which have inter-packet arrival times greaten tha
segments. 0.04ms at the data rates we tested, experience reordering.

IV. RESULTS B. Packet reordering and inter-arrival time

In Table | we list the results from the application of the To investigate the relationship between packet timing and
reordering metric§); andO, to UDP flows generated on thethe likelihood of reordering, we compared the inter-packet
three paths in our testbed: PittsbueghA, Pittsburgh==DC delay at the source with the corresponding inter-packeétadrr
and LA<DC. Entries marked ‘-’ reflect tests in which thetimes at the destination.
monitoring hosts could not capture all the packets in the,flow Flows were initially generated with constant inter-packet
as detected by gaps in the packet trace recorded at the souioéng, depending on packet size and required data rate.
A total of 155 complete UDP flows were analyzed, comprisinghe inter-packet arrival time, as measured at the receiver,
approximately 60 million packets, over three differentited- varies depending on the effects of the network. In Figure
tional network paths. 2, we show two examples of the timing variation that is

We used thet racerout e utility to record the route induced by the networkEggo (Pitt— DC, 1500 and F5po(LA—
traversed by each flow. It was verified that all flows on Ritt, 500. For packets delivered in-order, the figure shows
particular route traversed the same links, and that thedmtw the expected dispersion in inter-packet timing due to &fec
and reverse paths differed by at most one hop. Despde jitter (for example, cross-traffic and queuing in roujers
this, measurements of the forward and reverse paths exhigickets delivered out-of-order, however, are more likely t
asymmetrical properties. This effect has been noted byrotlaerive immediately after a previously delivered packet. We
researchers, and could be due to the effects of cross trafficonsistently noted this pattern of smaller inter-arriviabets



TABLE |
SUMMARY OF REORDERING METRICS

Path Size Metric Rate (Mbps)
1 10 100 200 300 400 500 600 700 800 940
01% 0 0 0 [ 0.07] 045 ] 1.26
500 | Os (events) | O 0 0 0 0 0 - - - -
01% 0 0 0 0 0 0 0 0.01 0.02 | 0.05
LA—DC 1500 | O4 (events) | O 0 0 0 0 0 0 0 0 0 -
01% 0 0 0 0 0 0 0 0 0 0 0
4500 | O3 (events) | O 0 0 0 0 0 0 0 0 0 0
01% 0 0] 005 016 | 0.81
500 | O (events) | O 0 15 191 783 - - - -
01% 0 0 0] 0.01] 0.03] 0.06 0.12 0.38 0.55
DC—LA | 1500 | O (events) | O 0 0 0 2 21 88 | 3299 | 1049 - -
01% 0 0 0 0 0 0 0| 0.01| 0.02] 0.06 [ 0.13
4500 | O (events) | O 0 0 0 0 0 0 0 0 4 12
01% 0 0 0| 0.01]| 041 | 057
500 | Os (events)| 0 | 0O 0 1 4 30 - - - -
01% 0 0 0 0 0 0 0| 0.01| 0.01] 0.02] 0.03
Pitt—DC | 1500 | O, (events) | 0 0 0 0 0 0 0 0 0 2 8
O01% 0 0 0 0 0 0 0 0 0 0 0
4500 | O (events) | O 0 0 0 0 0 0 0 0 0 0
01% 0 0 [ 0.02 | 0.04
500 | O5 (events) | O 0 1 22 - - - - -
01% 0 0 0 0 0 0| 00I] 001 0.01
DC—Pitt | 1500 | O5 (events) | O 0 0 0 0 0 0 2 0
01% 0 0 0 0 0 0 0 0 0 0 0
4500 | Oz (events) | O 0 0 0 0 0 0 0 0 0 0
01% 0 0 0| 002]| 087 | 1.28 | 1.65
500 | O3 (events)| O 0 0 8 41 67 | 122 - - -
01% 0 0 0 0 0 0 0 0.02 0.04 | 0.07
Pitt—LA 1500 | O4 (events) | O 0 0 0 0 0 2 9 30 30 -
01% 0 0 0 0 0 0 0 0 0 0 0
4500 | O3 (events) | O 0 0 0 0 0 0 0 0 0 0
01% 0 0 0| 009 | 059 | 1.65
500 | O5 (events) | O 0 0 0 0 3 - - -
O01% 0 0 0 0 0 0 0 0.01 0.04
LA —Pitt 1500 | O4 (events) | O 0 0 0 0 0 0 0 0
01% 0 0 0 0 0 0 0 0
4500 | O3 (events) | O 0 0 0 0 0 0 0

for all out-of-order packet arrivals across all flows: it sse amount of reordering measured by metiic (0.6%), yet yield
likely that parallelism at the link layer will allow some pgests vastly different numbers of reordering events when meaksure
to “catch-up” with those sent earlier but queued on a pdrallesing the TCP-like metric(fz = 0 vs. O2 = 41).

link, causing this behavior. To further demonstrate the difference between the two met-
) rics, we plot histograms of the frequency of packets dediger
C. Packet Reordering and TCP out-of-order by N places (whereN reflects the difference

The data in Table | illustrates that the relationship betwedn sequence number of the expected packet and the packet
the fraction of reordered packets according to mefticand Which did arrive at the destination). We chose two cases,
the number of packet reordering events that would affectiliustrated in Figure 3:F500(DC—LA, 1500) which contains
TCP flow, metricO,, is non-linear. It does not appear tcsignificant packet reordering of adjacent packets onlyh wi
be possible to predict the reaction of a TCP flow to packegordering events that would affect TCP flows, dngy (LA —
reordering using a simple metric based on the fraction Bitt, 500 where many packets were delivered dozens of places
packets reordered, unless that metric also includes tleetsff out-of-order, in a way which would significantly impact the
of the pattern of reordering. performance of a TCP flow.

Consider the data sets which have the same fraction ofit is clear that there are different reordering processes in
reordered packets, but report different numbers of rearder operation for these two flows, and that these differences are
events that would affect TCP. For examplB;(LA—Pitt, not captured by the simple metri€);. This demonstrates
1500) contains 0.04% out of order packets according to metrice importance of choosing the correct metric to quantify
04, but none of these events would affect a TCP flow (i.@acket reordering, particularly in terms of relevance taéhbo
Oy, = 0). However, the same flow on the reverse patlthe application and transport protocols used. It also mitkes
Froo(Pitt— LA, 1500), experience®), = 30 reordering events clear that, if one wishes to compare results of studies taken
that would affect TCP, even though; measures the samedifferent networks, or with different transport protogolbat
fraction of out of order packets. Likewise, a comparisoa standard metric is needed. The IETF has ongoing work in
betweenF}so( LA— Pitt, 500 and F3o0(Pitt— LA, 500) shows this area [13] and our work serves to highlight the imporéanc
similar behavior: the two flows have approximately the sanwé this effort.
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Fig. 2. Packet inter-arrival times: In-order versus outafer Fig. 3. Degree of packet reordering

D. Discussion of Results be further encouraged by the next generation of network

Our measurements have confirmed our initial hypc)thesg?;en‘ormance evolution which is expected to be charactgrize

the relative frequency of packet reordering increases as
inter-packet arrival time in the network core is reduced, &
flows with high packet rates, or flows with closely space

packets, will be more affected by reordering than low-ra ayer 3, layer 2, optical), and points to a potential inseea
flows ' In packet reordering and an environment where the observed

As was shown in Table | and discussed in section IV_Aoacket reordering is greatly effected by individual networ

o drchitectures and transient traffic profiles.
the raw rate of packet packet reordering in the networks we ) . .
These advances in network architectures and infrastrictur

studied follows a pattern much like that seen in Figure 4. . . . o
Clearly the particulars depend on network characteristich are enab_llng hlgh-perf_ormance appl|cgt|ons from the sitien

as the type of infrastructure, routers and cross traffic,dvewr community such as high-energy physics, astronomy, geology
as we discuss in the following, we do not believe it to be an
uncommon pattern.

y the introduction of parallel 10 Gbps links as opposed to
immediate jump to 40 Gbps technology. Parallelism is
pected to be introduced at multiple levels of the network

V. IMPLICATIONS FORTRANSPORTPROTOCOLS AND
NETWORKS

Reordering

It seems likely that future high-performance networks will
be implemented in a manner that allows packet reordering
to occur and likely increase. The technical, economic and
performance benefits of introducing parallelism into thé ne
work, be it through multipath IP routing, load balancing packet rate
across layer 2 (and lower layer) paths, or striping packets
across switch/router fabrics are too great to ignore. Thik w Fig. 4. Packet reordering versus inter-arrival times




and meteorology. In turn, these applications are initgatile networks continue to incorporate parallelism into network
need for Layer 4 transport protocols with features suchals reelements and architectures. Additionally, the advent ghhi
time reliable data delivery, multi-homing and multi-stnréag, bandwidth applications (such as HDTV and large e-science
plug-in congestion control, etc. applications) will increase the instance of reordered ptck
This has resulted in the design of new transport protocale a per flow basis. New application and protocol design
such as the Stream Control Transmission Protocol (SCT$Hould treat packet reordering on equal footing as paclsst lo
[17], the current work on the Datagram Congestion Contrahd be robust and resilient to both in order to achieve high
Protocol (DCCP) [12], and a number of modifications to TCPerformance.
for improved performance. Suggested modifications to TCP
range from making TCP more tolerant to packet reordering at
the expense of reduced Congestion response [3], mod”’ymgt The authors would like to thank Nikhil Mittal for Setting
TCP congestion response function for high speed connectiétp the SCNM hosts and conducting many of the experiments.
that require large congestion windows [6] and variants oPTCOUr thanks also goes to Craig Leres, Brian Tierney, and
such as FAST [4]. Jason Lee of Lawrence Berkeley Laboratory for providing
Until now packet loss has been treated as the main detrim&Rgcification and configuration information for the morittgr
to transport, and packet reordering as rare anomaly. Oar dBPsts. This paper is based upon work supported by the DARPA
seem to indicate that reordering is on par, if not a larg&formation Processing Technology Office and the National
issue, than packet loss on some classes of networks. Therefdgansport Optical Network Consortium (NTONC). The opin-
protocols that treat a reordered packet equivalent to a I¢@@s, findings, conclusions and recommendations expressed
packet will suffer performance consequences in such né&sworthis paper are those of the authors, and do not necessarily

VIlI. ACKNOWLEDGMENTS

The prime example of this is TCP. Reordering affects tH&flect the views of DARPA or NTONC.

performance of a TCP flow because it treats certain patterns
of reordered packets as a congestion signal. This problem
permeates through the entire class of TCP-friendly prda)co[l]
(DCCP and SCTP) and algorithms (TFRC) because, to heg
fair to TCP, they must emulate this behavior. Thereforeneve

moderate percentages of reordering make it difficult tossnst 3
high data rates on modern networks. Indeed, on the network
we tested, the limiting factor in TCP performance would havé4]
been spurious congestion signals caused by packet rengderi
rather than actual packet loss. Therefore, for a TCP flow tg)
sustain a high rate it must be able to tolerate the degree of
steady state reordering we observed in our experiments.

We believe that there are many reasons to expect that
reordering will remain prevalent and likely increase inuigt  [8]
networks. Our results indicate that, in an environment agh
this, transport protocol designers will need to explicitiyn-
sider the limits of performance caused by packet reorderin
Reordering may have a direct impact on transport, as in t 8
case of TCP, or indirectly, as is the case for FAST TCP, whepa)
packet reordering will vary round trip time computationglan
the congestion response.

We conclude that new protocol designs must pay heed[ig
packet reordering, perhaps on equal footing to those caused
by packet loss, in order to achieve high performance in autul
heterogenous networks. [14]

El

VI. SUMMARY AND CONCLUSIONS [15]

We conducted measurements of UDP/IP flows to study the
occurrence of packet reordering. Our results demonsthete f16]
high prevalence of packet reordering relative to packes éol
a strong correlation between packet rate and reorderinge®n &
network we studied. While we can speculate on the reasons
for this, we note that in general reordering can happen dié
to a multitude of reasons. Our expectation is that the degree
and probability for packet reordering will increase as nrade

1 S. Floyd, M. Handley, J. Padhye, and J. Widmer.
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