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Abstract

We considerthe problemsposedby the increasingheterogeneityf network servicesandapplica-
tions,in particularthe corvergenceof data,voice andtelevisual networks andapplications.A possible
approachby which this heterogeneitganbe tamedandtaken advantages to embracealiversity at the
levelsabove IP. Justasroutersinterconnectrbitrarymedia,the netcanbe madeof gatavaysthatinter
connectarbitrarymediacharacteristicandapplicationgoal regimes. The breadthof mediatransitions
aregettingwider - cell to densewirelessup to all-opticalterabits. The breadthof applicationgoalswith
convergencds alsogettingwider - individualizedmediato massroadcastidamagetolerantto six nines
reliability. An architecturghataimsto accomodatandmake appropriatdransitionsfor therangeghat
might be expectedn thenetof 20050r 2010couldbe calleda diversinet.

1 Introduction

The recentgrowth of the Internethasbeenphenomenain mary ways, andshaws the broadvision of its
creators.However, whenwe considerthat growth in moredetails,we seesignificantchangesn boththe
network infrastructureandin the applicationssupportedoy the network. Thesechangesare stressinghe
Internetmodelbeyondits original design.

In this paperwe attemptto elucidatesomeof thosechangesand considerthe problemsposedby the in-
creasingheterogeneityof network servicesand applications,jn particularthe convergenceof data,voice
andtelevisual networksandapplications.

One possibleapproachby which this heterogeneitycan be tamedand taken advantageof, is to embrace
diversity at the levels above IP. Justasroutersinterconnectrbitrary media,the network canbe madeof
gatevaysandmiddle-boxesthatinterconnectrbitrarymediacharacteristicandapplicationgoal regimes.
The breadthof mediatransitionsare gettingwider — cell to densewirelessup to all-optical terabits. The
breadthof applicationgoalswith corvergenceis alsogettingwider — individualizedmediato massbroad-
cast,damage-toleranb six ninesreliability. An architecturghataimsto accomodatandmalke appropriate
transitionsfor therangeghatmight be expectedn the netof 20050r 2010could be calleda diversinet.



2 Thecurseof heterogeneity

Thetraditionalworld of the Internet,supportingemail, FTP, web andlittle elseis comingto anend. We
arealreadyseeingthe corvergenceof the PSTNwith the Internet(e.g. 3G cellular systemsareexpectedo
uselPv6 astheirtransportmary Telcosarerolling out VolP backbonesandthe future holdstheimminent
cornvergenceof thebroadcastTV andcinemaindustrieswith the Internet.

This convergenceblurs the distinctionsbetweendifferent classef applicationand network. The tradi-
tional, separatenetworks have provided radically differentquality of service transport(paclet vs circuit,
for example)andreliability for thesedifferentapplications. Accomodatingthenin a single network will

prove to beachallenge.

In theremaindef this sectionwe discusghenetwork of thefuture: in termsof applicationst will support,
theinfrastructurethatwill supportthem,andtheir addressing/namingequirements.

2.1 Theapplications

Envisagingthe applicationswvhich may run over the next generatiometwork, we seea broadspectrumof
requirements.

e Traditionalbatchorientedapplications- suchasemail,netnevs — provide relatively shortflows, with
elasticdelivery bounds,andlittle needfor enhanced)oS. They work well on best-efort networks
andcarelittle for high bandwidthor low lateng.

e Traditionalinteractve applications- suchastheworld-wideweb—alsoprovide relatively shortflows,
but with significantlytighter lateny bounds. Bandwidthdemandsare not typically high, although
mary usersusehigh bandwidthasanapproacto achie/ing low lateng.

e Traditionalbulk transfer— suchasFTP, andlargerwebdownloads— needa high averagebandwidth,
but arenotunduly concernedvith lateng or with short-termfluctuationsin bandwidth.

¢ Streamingaudio/videoapplications- suchasRealAudio,Windows Media, TV distribution via IP —
needconsistenbandwidth but carelittle aboutdelay(in mostcases).They arealsotolerantto loss,
providedthatlossis predictable.

¢ Interactve audio/videoapplications— voice over IP, video-conferencing— andinteractve network
gamegieedow lateny and,in somecasestelatively highbandwidth.They alsorelatively insensitve
to loss,sincetheir lateny boundsdo notallow time for recovery.

e Interactve non-audio/videapplications- suchasinstantmessaging- are sensitve to lateng, but
low bandwidth.

e Sensorsaindotherdeviceswith extremelylimited resourcesThesearevery tolerantto damageput
needto be trivial to deplyy and needto scalemassiely and self-oiganize. Fate sharingbetween
devicesmustbereducedwhichimpliesa statelessransport.

e ‘Bluetooth’ devices, suchasweb-padsappliancesgtc. Needto be simple, autoconfiguringmass
produced.They canhave arangeof requirementsfor examplewirelessheadphonegeedlow jitter
andloss,but awirelessTV remotecaneasilycopewith this.



It is interestingto note that we are begginning to seeapplicationswhich are tolerantto loss, ratherthan
requiring perfecttransport.Most of the developingaudio/visualapplicationscantoleratepaclet loss, still
otherscanusecorruptedpaclets,afeaturewhich mary datanetworksdo not support.

Furthermoremary emeging applicationsare strongly multiparty imposingthe additionalrequiremenof
efficient multicastsupport,andleadingto additionalheterogeneity

2.2 Thenetwork

In parallelto this applicationdevelopmentthe network hasalsoundegonesignificantandrapid evolution:
opticalnetworking hasleadto amassie increasen backboneapacity DSL andcablemodemtechnologies
have ledto significantimprovementsn last-mileaccessatesandwirelessnetworking hasbecomeareality,
bothwide-areale.g. GSM) andlocal-area(IEEE 802.11). Thesetrendscanbe expectedto continue,and
accelerat@verthenext few years.

With the introductionof DWDM technology the bandwidthavailablein optical networks is expectedto
increasestill further, wideningthe gapbetweenthe line-speedof the network andthe speedof the (elec-
tronic) switchingcontrol plane. Suchnetworkswill deliver high bandwidthwith very low lateny andloss
rates,but dynamicsetupandcontrol of thesenetworks is difficult, andwill likely leadto circuit switched
solutions.

Thesuccessf opticalnetworking maywell leadto thedisplacemendf wiredaccessn all but thelocal area.
In fiveyearsit is likely thatmary SMEswill have opticalaccesgmary large businessebave it now...) and
thatDSL andcablemodemswill bebeginningto be supplantedy fibre to thehome.

Whatis unclearis theeffectthiswill have onthebackbonelt is certainlyfeasiblethatproviderswill beable
to installenoughfibre,andlight enoughwavelengthsthatthebackbonewill remainuncongesteddowever,
it is alsopossiblethatthe role-outof opticaltechnologyto the edgesof the network will leadto thereturn
of congestionn the backbone.Somethingto beware of, especiallyif the backbones effectively circuit
switchedby thattime.

The othersignificanttrendin the evolution of the network is wirelessaccess Already, cellulartechnology
is widespreadandthe first generationPDA/phonehybrid devicesare appearingon the market. Theseare
expectedto proliferate,leadingto a shift in the dynamicof the network: thesedeviceswill be‘alwayson’
but be mobile, with widely varying accessharacteristicslependingon radioreception. The convergence
of wirelessvoiceandwirelessdatawill alsopushtheneedfor differentiatedservicein thewirelessnetwork.

We expectthatlow-bandwidthwirelessacceswill beubiquitousin five years mary deviceshaving perma-
nentconnectiorwhere-@erthey roam.In addition,high bandwidthocalareawirelesswill becommonplace
(either802.110r Bluetoothbasedpr morelikely a higherbandwidthsuccessoto these).

It is importantto notethatthesedifferenttechnologiehave widely varying characteristicsopticalis very
high bandwidth low delay virtually zeroloss;wirelessis significantlylower bandwidth,higherdelayand
lossy(bothpacletandbit errors).Opticalnetworksarewell suitedto circuit switchedcontrolandlong lived
flows, wirelessworkswell with paclet switching,ephemeratraffic flows, andmobility.

2.3 Theaddress space

Oneof thefundamentafeaturesof the InternetProtocolsuiteis thatis providesa uniform network interface
andaddresspace.This allows for anapplicationrunningon onemachineto communicatevith arny other
machineon the network, with the samesyntaxno matterwherethe othermachines.



Unfortunately this is changingrapidly. The majordriving forcefor this changes thelack of IPv4 address
spacemeaningthatit is not possiblefor mary organizationdo obtainglobally uniquenetwork addresses.
This hasresultedn significantuseof privateaddressesndthe deploymentof network addresdranslation
(NAT). This hasresultedin afragmentecandbrittle network: NAT canrequiredetailedknowledgeof the
contentof the paclets,especiallyfor protocolssuchasSIPwhich areusedto setupothertraffic flows, and
which canhave significantsecurityimplications.

Thelack of addresspacehasalsoled to the developmentof alternatves suchasIPv6, which extendsthe
32 bit addresspaceto 128 bits. Thisis, in theory sufficient for a returnto a singleglobaladdresspace.
With thedeploymentof 3G wirelesstelephon systemsbasedn P, it is likely thatIPv6 will seesignificant
deploymentover the next few years.

The transitionto IPv6 will be painful, however. Therearemillions of IPv4 devices,and communication
betweenthe new systemsandthe old will have to be facilitated: this implies someform of NAT at the
boundary

We thereforeseethe useof NAT increasingover the next five years to the extentthatmary — perhapsnost
— communicationsvill passthroughsomeform of NAT (eitherbetweenlPV4 realmsor acrossthe 6-to-4
boundary).

3 Implications

Thetrendswe have identifiedhave a numberof implicationsfor future networks andfor future networked
applications.

As notedpreviously, we expectthe useof NAT to increaseover the next five years,andthatmiddle boxes
(NAT, firewalls) will becommon-placeThis hastheimplicationthat pureend-to-endP connectiity will
vanishfor mostapplicationsandthatalmostall traffic will passthroughsomeform of middle-box.

This, in turn, hasimplicationsfor security(end-to-endauthentications difficult whenNATs mustmodify
pacletsin flight), addressingsincethereis no uniform IP addresspaceandtransporiprotocolsshouldbe
designedo avoid useof embeddecdddressesp malke translationeasier).

The increasingrangeof network technologiedeadsto further divergence: optical and wirelessnetworks
have very differentcharacteristicsandthe idealtransporiprotocolfor oneclassof network is badly suited
to the other Theimplicationis thatwe will seeprotocolsoptimizedto thelow level transportandindeed
we alreadyseedivergencein the protocolsusedin differentpartsof the Internet(comparehe useof MPLS
flow switchingfor highbandwidthopticalnetworks, with losstolerantheadecompressiomanderrortolerant
transportin wirelessnetworks) andthis trendcanonly continue. In the extreme,protocoltranslationmay
berequiredto transitthe boundarybetweerthe differentclasse®of network.

Scalability of protocolsand systemss becomingmore of anissue,bothin the rangeof devices,andthe
numberof end-points,which mustbe supported. The implication is that contentproviderswill produce
differentcontentfor the differentclasse®f device. Two examplesllustratethis:

e A numberof websiteare producedn multiple editions,dependingon the classof device on which
they will be presentedPartly this is to work aroundbugsandlimitations of certainbrowsers,but it
canalsobeto work aroundiimitations of the presentatiomedia: siteswhich have two versionsone
optimizedfor viewing on a PCwith high bandwidthconnectionthe othersuitedfor a PDA with low
bandwidthwirelessaccessarebecomingcommon.

INAT triesto presere the appearancef a singleuniform addresspaceby rewriting theaddressesf pacletsin transit.



e Providersof streamingaudio/videoservicesroutinely producemultiple versionsof their content,to
suitdifferentspeedconnectiongndthe limitations of differentend-systems.

This problembecomesnore acuteas the numberof receversincreases:not only doesa sener needto
generatanultiple versions but unlessrobust multicastsupportis presentjt mustgeneratemultiple copies
of eachversion. This is the “N-squared”problem: grapplingwith contenttranscoding/transfaration so
thatproviderscanmanagehe scaling,evenwith heterogeneity

Multicast, onceagain,leadsto morerequirementdeing placedon middle boxes. In particular with the
increasingheterogeneityf the network, the multicast‘routers’ may needto performrate adaptatiorand
congestiorcontrol, error correction,authenticationetc. Theinitial stage<f this arebeingobsenred with
the currentdeplgymentof contentdistribution networks.

Finally, thereis the implication on feedbackand control. In the currentinternet, TCP/IP hasan implicit
feedbacKoop which treatslossasanimplicit congestiorsignal,andreal-timetransporthasa background
receptionquality reportingprotocolwith similar assumptions Neither of theseare valid oncelinks with
non-congeste loss (e.g. wireless)are presentin the network. Further thereare no widely agreedupon
meansof providing explicit congestiorcontrol or lossfeedbackfor large scalemulticastflows — important
for the future scalingof the network.

4 Key issuesand challenges

The key issuefor future network researchwill be overcoming heterogeneity, to provide a semantically
consistent network interface.

What do we meanby this? The traditional approachhasbeento develop a single protocollayer which
abstractghelower layers,providing aninternetvork function— “one protocolto bring themall, andin the
darknesdindthem”—andendto endconnectiity.

Therearea numberof benefitsto the traditional model: simplicity, consisteninterface,uniform service,
andsingleaddresspace. Therearealsoa numberof significantlimitations, which we have noted: poor
handling of heterogeneityand limited supportfor advancedservices(e.g. quality of service,security
multicast). Why thenhaslP beensucha successBecausat exposedthe underlyingnetwork transportof
thetime.

The next generatiorapproachs to presere thatmodelat a semantidevel, but to embracehe presencef
translationdevicesandthelack of pureendto endtransportto provide aconsisteninterfaceto thedisparate
network transportserviceswhilst exposingdetailsof the transportpathto thoseapplicationswhich need
this information. Recognizethat the network of the future will be morethana single, besteffort, paclet
delivery systemandfuture proofthe designby embracingheterogeneityvhennecessary

Whatdo we needto focusonto achieve this?

Naming In aworld wheredevicesdo not necessarilyhave a uniqueaddresspr wherethey may have an
addresswhich is not necessarilydirectly reachabldrom a particularpointin the network, it will be
necessaryo extendthedirectoryservicesavailable. The DNS workswell for a singleaddresspace,
but will notsupportmultiple, semi-wverlapping,addresspacesvithout significantoverhaul.

Protocols Do pacletsmale sensen aworld wherewe have ultra-highrateopticalflows which arehardto
switch? Do circuit switchedflows make sensdn the wirelessworld, whereconnectiongnay belost
atary time (dueto mobility, fading,interferencegtc)?Do we needa hybrid protocol?



Protocols Is the end-to-endP modelstill viable?If so,how do we returnto aworld whereit is feasible?
How muchof thefunctionality provided by middle boxesmight we wish to keep?

Scalability How canwe leveragethe presenceof middle boxesto enhancehe scalabilityof our systems?
Multicastroutingis thefirst stage but alsoin termsof congestiorcontrol, transcodingerror correc-
tion, security?

Reliability IP hastraditionally provided besteffort delivery of paclets, with delivery failure resultingin
thecompletdossof thepaclet. Whataretheimplicationsof partialdelivery: delivery of pacletswith
corruption?How doesthis affect security?

Security How doesthepresencef middleboxesaffect security?Thenecessityf modifying dataen-route
invalidatesmary of thetraditionalapproachesandnew techniquesvill beneeded.

The challenge therefore,is to build a heterogeneousetwork which canwork asan integratedentity. It
is no longersuficient to hide the strengthsandweaknessesf the underlyingnetworks — ratherthey must
be exposed,allowing smartapplicationsto optimize their delivery of datato the needsof the network.
Applicationlevel framingtakento the extreme.

5 Research directions

How dowe achieze thenetwork of 2010thatembracesliversityandnew structureshe enablersnclude:

Highly sharednoderesourcedor architecturallyfocusednetwork and distributed systemsresearcherga

concepthatoneof theauthorscollaboratingwith Tom Andersorof University of Washingtorhasproposed
asthe ACCESSinfrastructure) Thisresourceshouldbenodeclustersn multiple regionsof widely diverse
media (optical, wired, fixed and mobile wirelessof heterogeneoutechnologies)of which commercial
Internetmediaare a part - this testbedshouldbe far more virtual than existing testbed,and ride on the

naturalcurve of diversificationthatis occurringoperationally

Further the transitionfrom IPv4 to IPv6 haslargely beenviewed as an engineeringexercise,devoid of
researctproblems.In practisethough,it is just thefirst of a rangeof interworking problemswhich needs
to besolved. By actively driving this transition,andby actively driving the deploymentof mechanismsor
QoS,“multicast”, mobility, security etc.,it will bepossibleto drive thedevelopmenif the next generation
of networked systems.



